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Abstract 
Due to the nature of health data, its sharing and reuse for research 
are limited by ethical, legal and technical barriers. The FAIR4Health 
project facilitated and promoted the application of FAIR principles in 
health research data, derived from the publicly funded health 
research initiatives to make them Findable, Accessible, Interoperable, 
and Reusable (FAIR). To confirm the feasibility of the FAIR4Health 
solution, we performed two pathfinder case studies to carry out 
federated machine learning algorithms on FAIRified datasets from five 
health research organizations. The case studies demonstrated the 
potential impact of the developed FAIR4Health solution on health 
outcomes and social care research. Finally, we promoted the FAIRified 
data to share and reuse in the European Union Health Research 
community, defining an effective EU-wide strategy for the use of FAIR 
principles in health research and preparing the ground for a roadmap 
for health research institutions to offer access to certified FAIR 
datasets. 
This scientific report presents a general overview of the FAIR4Health 
solution: from the FAIRification workflow design to translate raw 
data/metadata to FAIR data/metadata in the health research domain 
to the FAIR4Health demonstrators’ performance.

Keywords 
FAIR principles, health research data management, HL7 FHIR, health 
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Plain language summary
Health research organizations work more and more with health 
data. The reuse of health data has significant benefits for  
society, both financially and for our well-being. However, there 
are significant barriers to data sharing, which our project has 
taken steps to overcome. The FAIR principles of Findability,  
Accessibility, Interoperability and Reusability are intended 
to influence such institutions to support collaborative use of  
data. FAIR4Health promotes the application of FAIR princi-
ples in health research data derived from public projects. FAIR-
4Health developed a workflow and tools to support the FAIR 
principles, and applied these to two case studies, extending  
across multiple health care sites, which confirmed feasibility.

Introduction
One of the more significant challenges of data-intensive sci-
ence is to facilitate the breakthrough of knowledge by assist-
ing humans and machines in the discovery, access, integration, 
and analysis of task-appropriate scientific data and their asso-
ciated algorithms and workflows, facilitating reproducibility  
of the research.

The FAIR guiding principles describe distinct considerations 
for contemporary data publishing environments with respect 
to supporting both manual and automated deposition, explora-
tion, sharing, and reuse, describing a set of guiding principles to 
make data Findable, Accessible, Interoperable, and Reusable1.  
Furthermore, the FAIR principles ensure that data are shared to 
enable and enhance reuse by humans and machines. Although 
FAIR emerged from a workshop for the life science com-
munity, the principles are intended to be applied to data and  
metadata from all disciplines.

Since their formal release via the FORCE11 community, FAIR 
principles have been adopted by several funders and govern-
ments worldwide. The European Commission data manage-
ment guidelines were updated in 2017 to introduce the notion of  
FAIR. The European Open Science Cloud (EOSC) Declara-
tion and recent EOSC Strategic Research and Innovation Agenda  
(EOSC SRIA) both emphasise the central role of FAIR data.

In addition, it is essential to refer to the report issued by the 
European Union about the costs of NOT having FAIR data2,  
whose main conclusions are that: i) the cost of NOT hav-
ing FAIR data is approximately €10.2bn per year for the EU;  
ii) in addition, the open data economy suggests that the impact 
on innovation of FAIR could add another €16bn to the mini-
mum cost estimated; and iii) that would make a total of at least  
€26.2bn per year.

A diverse range of research disciplines are adopting FAIR prin-
ciples. Several groups have been assessing FAIR uptake to 
date and the challenges being encountered. In the same way,  
the FAIR4Health project, which has received funding from 
the European Union’s Horizon 2020 research and innovation 
programme under grant agreement No 824666, promotes the  
application of FAIR principles to health research data.

Methods
First of all, we performed a comprehensive analysis of cur-
rent barriers, facilitators and potential overcoming mechanisms 
in the EU to implement a FAIR data policy in health research  
institutions. Information from different perspectives (tech-
nical, ethical, security, legal, cultural, behavioral and eco-
nomic) was gathered to generate guidelines providing an opti-
mal strategy for implementing this policy in EU health research  
institutions. Concretely, a FAIR4Health public deliverable3 pro-
vided an analytical overview of all the considerations addressed 
to identify, report and overcome all the barriers that could  
prevent Health Research Performing Organizations (HRPOs)  
from opening, sharing and FAIRifying their research data.

Then, FAIR4Health designed a workflow3 to apply the FAIR 
principles to health research data, as well as to Electronic Health 
Record data, based on the FAIRification process of GO FAIR4,  
but addressing the ethical, legal and technical aspects that 
health data include due to their sensitive nature by adding new  
steps in the workflow.

As shown in Figure 1, new steps were included (in green) in 
the FAIR4Health FAIRification workflow to address these  
additional aspects through curation, validation and anonymiza-
tion of sensitive health data. Adapted GO FAIR steps (in blue) 
define general actions for raw data analysis, license attribu-
tion, linking, semantic modeling, metadata management, and  
publishing to achieve FAIRness of existing (meta)data.

The requirements of health data were analysed in-depth, and 
FAIRification tools, based on the use of the HL7 FHIR standard, 
were developed to obtain FAIR data from raw data resulting  
from biomedical research.

FAIRification tools are standalone, desktop applications devel-
oped by the FAIR4Health project to perform “Data curation and 
validation” and “Data de-identification and anonymization”  
steps of the FAIRification Workflow in an easier way:

-  Data Curation Tool5 is a highly specialized Extract-
Transform-Load tool that can extract data from rela-
tional databases and spreadsheets, apply user-defined 
transformations, and load the transformed resources  
into an HL7 FHIR repository.

-  Data Privacy Tool6 is responsible for handling the pri-
vacy challenges on sensitive health data by applying 
several data de-identification and anonymization tech-
niques. After the curation process, the Data Manager 
uses the Data Privacy Tool to de-identify data before 
making it available to other systems/components as  
FAIR data. This tool reads and writes de-identified 
resources back to the HL7 FHIR repository.

Figure 2 shows the architecture implementing the FAIR-
4Health FAIRification Workflow for health data. In the core of 
architecture, an HL7 FHIR Repository acts as the health data  
repository. That way, the FAIR4Health core architecture,  
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including an FHIR Repository and based on a Common Data 
Model, is an enabling factor for implementing the steps of 
the FAIRification workflow in all aspects of FAIR principles. 
In FAIR4Health, onFHIR.io was utilized as the HL7 FHIR  
Repository deployed within the agents.

On top of these, the FAIR4Health Platform was developed to 
apply a Privacy-Preserving Distributed Data Mining (PPDDM) 
framework enabling health research organizations to perform 
joint data mining operations without exposing any sensitive  

patient information to the outside world. In addition, the PPDDM 
Agent, which is responsible for running the data mining algo-
rithms on top of the FAIRified data for the use cases defined  
by the user through the FAIR4Health Platform, was devel-
oped for training, validation and testing of models for the use  
cases defined. To achieve its objectives, the PPDDM Agent com-
municates with the onFHIR.io FHIR Repository within the data 
source boundaries, and the FAIR4Health Platform to exchange 
the results and predictive model information in a distributed  
manner.

Figure 2. FAIR4Health architecture implementing the FAIRification Workflow for health data. At the core of architecture, an HL7 
FHIR Repository acts as the health data repository. The FAIR4Health core architecture, which includes an FHIR Repository and is based on 
a Common Data Model, is an enabling factor for implementing the steps of the FAIR4Health FAIRification workflow in all aspects of FAIR 
principles.

Figure 1. FAIR4Health workflow to apply FAIR principles in health research data. The FAIR4Health FAIRification workflow, based on 
the GO FAIR process (steps in blue), includes new steps (in green) to address the additional considerations for health data through curation, 
validation and anonymization of sensitive health data. Then, FAIRification tools, based on the use of the HL7 FHIR standard, were developed 
to obtain FAIR data from raw data.
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The overall architecture of the FAIR4Health solution is shown  
in Figure 3.

Results
The main objective of FAIR4Health was to facilitate and 
encourage the European Union Health Research community to  
FAIRify, share and reuse their datasets derived from publicly 
funded research initiatives through the demonstration of the 
potential impact that such a strategy has on health outcomes  
and health and social care research.

The FAIR4Health solution was validated with the two path-
finder case studies based on FAIRified data through the PPDDM  
framework.

1.  Identification of multimorbidity patterns and poly-
pharmacy correlation on the risk of mortality in  
elderly.

2.  Early prediction service for 30-days readmission 
risk in patients with Chronic Obstructive Pulmonary  
Disease (COPD).

The goal of these case studies was to test the developed tools 
in the project. The prototypes were developed making use of 
federated machine learning methodologies and algorithms  
implemented upon the FAIR4Health Platform. First, each 
health research dataset was FAIRified using the FAIR4Health  
FAIRification tools. Then, the federated machine learning 

algorithms were trained and validated with retrospective data-
sets in both case studies. Finally, a prospective study was per-
formed in the second use case to validate the developed model  
for prediction.

Concretely, the main goal of the pathfinder case study #1 
was to analyze the impact of multimorbidity patterns and  
polypharmacy on the six-month mortality rate and cogni-
tive impairment among elderly individuals in different health  
care settings. As a result, a multicentric retrospective observa-
tional study was designed in which data were collected from  
5 different European cohorts. The population studied con-
sisted of individuals aged 65 years or older with at least two 
chronic diseases. We used a frequent pattern tree association  
algorithm7 implemented in the FAIR4Health Platform to iden-
tify the most frequent patterns in five different scenarios. The 
multimorbidity patterns obtained were consistent with previous  
studies8,9, which show the clinical potential of this method. We 
could also estimate a strong association between multimorbidity 
and polypharmacy and each of them with mortality.

COPD is one of the most prevalent chronic diseases. It has 
been associated with high morbidity and mortality and a high 
rate of readmission/rehospitalization and therefore associated  
with high healthcare costs. Thus, the main goal of the pathfinder 
case study #2 was to develop, validate and assess the accu-
racy of a clinical decision support tool for predicting 30-day  
readmission risk in patients suffering from COPD at discharge. 

Figure 3. The overall architecture of the FAIR4Health solution. FAIR4Health Platform was developed to apply Privacy-Preserving 
Distributed Data Mining (PPDDM) models enabling health research organizations to perform joint data mining operations without exposing 
any sensitive patient information to the outside world. PPDDM Agents, which are responsible for running the data mining algorithms on top 
of the FAIRified data for the use cases defined by the user through the FAIR4Health Platform, were developed for training, validation and 
testing of models for the use cases defined. To achieve its objectives, the PPDDM Agents communicate with the onFHIR.io FHIR Repository 
within the data source boundaries, and the FAIR4Health Platform to exchange the results and predictive model information in a distributed 
manner.
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In this line, the pathfinder case study #2 was composed of two 
phases to reach the main objective. The first one included a ret-
rospective multicenter observational study, including the train-
ing and generation of prediction models in the FAIR4Health  
Platform. In the second phase, a prospective observational 
study with a 30-day follow-up was performed, from April 2021 
to September 2021, to evaluate the accuracy of this tool by  
collecting data from a selected sample of subjects. The study 
population consisted of individuals aged 18 and older with a 
diagnosis of COPD who were admitted to the hospital for this  
disease. Finally, to assess the prediction risk accuracy associ-
ated with the early prediction service for 30-days readmis-
sion risk in COPD patients, predictions generated by the  
FAIR4Health Platform were compared with real-world data. 
The clinical assessment concluded that from 100 recruited 
patients, the prediction was correct in 87% of cases (that is, in 
real-life, the patient was readmitted and the algorithm predicted  
that there was early 30-days hospital readmission risk; or the 
patient was not readmitted and the algorithm predicted that there  
was not early 30-days hospital readmission risk).

Further details of the FAIR4Health pathfinder case stud-
ies can be found in the public report on the demonstrators’  
performance10.

Conclusions/Discussion
FAIR4Health partners achieved the project’s objectives and 
the FAIR4Health use cases were successfully carried out 
through to the correct implementation of the technologies and  
performance of the complex FAIR4Health technical solution.

The main aim of the FAIR4Health project was to test the devel-
oped tools in the project: 1) application of FAIR principles in 
health research through the FAIR4Health FAIRification tools;  
2) use of federated machine learning techniques; and 3) clini-
cal, technical and functional validation of the FAIR4Health  
Platform and agents.

Therefore, FAIR4Health partners got positive conclusions from  
the FAIR4Health use cases. In both use cases, significant 
cross-cutting data-related issues and challenges were identi-
fied and addressed. The task to extract data from EHRs and 
other kinds of healthcare sources aligning this extraction with a  
FAIR4Health Common Data Model was not trivial and 
required a lot of conceptual and technical efforts, because:  
(i) complexity of the raw data (the source EHRs are commonly 
very complex including information in several tables in the 
source databases); (ii) free text used in some fields in the raw 
data sources; and (iii) differences between the type of the raw  
data sources. To address the complexity of the raw data, each 
health research organization from different countries that par-
ticipated in data extraction involved colleagues who were  
experts in each source data model. To address the informa-
tion in free text fields, Natural Language Processing (NLP) 
techniques were assessed, and finally, in some cases, manual 
NLP to extract structured information from unstructured infor-
mation was performed. Due to the differences in the raw data  
sources, each raw dataset had to be analyzed in depth in col-
laboration between the clinical partners and the technical 

partners. This involved determining the required configura-
tion of the FAIR4Health solution to enable FAIRification of 
all raw data. Finally, coordinated federated machine learning  
models were created using all sources.

It is relevant to add other significant conclusions here, related  
to the application of the FAIR principles in health research:

-  Implementation of FAIR principles allowed us 
to use larger and more heterogeneous datasets in  
FAIR4Health, increasing the variability of the data, 
the size of the datasets, and finally, more comprehen-
sive and reliable results/outputs, compared to specific  
research studies without applying FAIR.

-  We could reuse FAIR datasets from other clinical 
organizations in a secure way, ensuring compliance 
with General Data Protection Regulation (GDPR), 
and we could use the clinical datasets in the federated  
machine learning models. In the FAIR4Health project, 
we could also consider demographic, environmental, 
clinical and social information. We achieved greater 
variability of datasets and inclusion of more vari-
ables, compared to research where FAIR datasets are  
not reused.

-  We obtained an increase in the scope of the research 
and improvements in health research, facilitating the 
discovery of scientific knowledge through data shar-
ing and data reuse. Likewise, FAIR data reuse pro-
vided savings in data collection where much effort is  
currently invested.

-  The implementation of FAIR principles facilitated the 
reproducibility of the study and access to large vol-
umes of data to make the research more robust. We 
obtained the increase in secondary use of datasets 
once FAIR policies were implemented, related to the  
publication and sharing of FAIR datasets.

Data and software availability
Underlying data
No data are associated with this article.

Extended data
Along with the FAIR4Health software, FAIR metadata related 
to the FAIRified datasets generated in the FAIRification  
process, is published in the FAIR4Health GitHub. This is 
available to the scientific community, and the FAIR4Health  
consortium continues assessing the possibilities to open pub-
lish these metadata in other public repositories. Further  
information: https://github.com/fair4health/.

Data are available under the terms of the Creative Commons 
Zero “No rights reserved” data waiver (CC0 1.0 Public domain  
dedication).
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